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1 Environment Check and Preparation

1.1Management System Login and Permissions

1.1.1 Default Login Information

After system deployment and commissioning are complete, you can enter the
"Smart Lock Management System" module through the login page.

Enter the system login address http://192.168.10.36:30180 in a browser (change
the address according to the customer's site configuration) to open the system. You
can bookmark this URL in the local browser for quick access next time.

The system login page is shown below. Enter the "Username" and "Password" in
sequence, then log in to the system.

Port 30100 — corresponding address: Default Tenant Login Address,
generally used temporarily by the super administrator during initial commissioning
and configuration. (Default account/password: acs / Ncap.123456)

Port 30180 — corresponding address: Dedicated Tenant Login Address for
the School, All operations described in this commissioning document are performed
through port 30180 . Record the login address for subsequent commissioning and
customer use. (Default account/password: cs / Ncap.123456)

1.1.2 Role Management

Menu path [System Management - Permission Management - Role Management].
Add or maintain roles.
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For permission settings of an existing role, click [More -> Permission Settings] in
the list to configure them.

Normally, both menu permissions and identity permissions need to be configured.

For an existing role, configure its user list and managed-department permissions
by clicking [More -> User Settings] in the list., The page is shown below.
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1.1.3 Business Data Permissions

Menu path [System Management - Permission Management - Business Data
Permissions]. Add or maintain roles.

Set the areas that each person is authorized to manage here. This is an important
configuration for hierarchical permission management. Personnel without assigned
permissions cannot view areas or devices and therefore cannot perform authorization
Managementor view authorization information.

1.1.4 Mobile App Permissions (Configure as Required)

Under System Management -- Permission Management -- Mobile App
Permissions, configure the mobile permissions available to each job role. Permissions
are divided into a menu list and a credential list.
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Main Interface

Procedure

1.2Device Commissioning Preparation

1.2.1 Commissioning Mode

1.2.1.1 NFC Phone Commissioning

 NFC-enabled Android phone — Install the "Smart Lock Mobile Commissioning
Assistant" app on the phone.

 Network environment — The NFC phone must connect over Wi-Fi and be able
to access the "Smart Lock Management System."

1.2.1.2 Manual Serial-Number Registration

For a small number of LoRa smart locks and gateways, devices can be registered
by manually recording their serial numbers.

Photograph the serial-number QR code on each device and record the device
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serial numbers one by one.

1.2.2 Card-Reading Environment

When card issuance and card reading are required in the "Smart Lock
Management System," a dedicated card-reading environment must be prepared.

The following items are required:
Newcapec Card Reader — Connect the card reader to the client computer.
Card-Reading Service — Download the dedicated card-reading service program

and install it on the client computer.

1.2.3 Fingerprint Enrollment Environment

When fingerprints are collected using a "Fingerprint Scanner" connected to a
computer, a dedicated fingerprint-enrollment environment must be prepared. (This
method is used infrequently.)

The following items are required:
Fingerprint Scanner — Connect the scanner to the client computer.
Fingerprint Enrollment Service — Download the dedicated fingerprint-

enrollment service program and install it on the client computer.

2 System Basic Data

2.1Basic Information Maintenance

2.1.1 Department Information

Menu path [User Management - Department Management].
Department information can generally be synchronized from the One-Card

Platform or data center, or maintained and adjusted manually. The [Department
Attribute] ]field can be left blank. .

Note: If department data is synchronized, avoid manual maintenance (such as
modification or deletion) whenever possible. Otherwise, manual changes may conflict
with synchronized data.
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Department information can be imported. Download the template from the
system, complete it as required, and upload it to the system.
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2.1.2 Personnel Information

Menu path [Personnel Management - Personnel Information].
Personnel information can generally be synchronized from the One-Card

Platform or data center, or maintained and adjusted manually.

2.1.2.1 Add Personnel

Normally, only the required fields marked with * need to be completed.

By default, newly added personnel are not allowed to log in to the system. If a
person needs to be configured as an operator, expand [More Information] at the
bottom of the page, set "System Login" to Enabled, and configure the "Role"
information (the menu permissions the operator can use).

The default login password for a newly created standard user is Abc123456.
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2.1.2.2 Issue Card

The system supports management and maintenance of existing card information
for personnel and can also issue cards to personnel who do not yet have one.

Select a person and click [Issue Card] to open the card-information maintenance
page.

On the card-information page shown below, you can maintain the person's
existing card information and add physical card information.

Each person can have at most one primary physical card and one secondary
physical card.

A virtual card refers to the virtual card number corresponding to a scanned QR
code. (It can only be synchronized from the One-Card Platform and cannot be added
manually.)
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If the card UID is known, enter it directly.To use the "Read Card" function,
prepare a card reader and connect it to the operator's client computer., On the client
computer, download and install the supporting [Card-Reading Service] before using
this function.

2.1.2.3 Fingerprint Maintenance

This function is mainly used to manage fingerprint data for opening smart locks.
The system supports management and maintenance of existing fingerprint information
and can also register and enroll new fingerprints for personnel.

Select a person who already has fingerprint data and click [Fingerprint
Maintenance] to open the fingerprint-information maintenance page.

The page displays the number of fingerprints enrolled for the person and allows
fingerprints to be deleted. After deletion, the change is distributed to the smart lock to
remove that person's door-opening fingerprint data.
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If a person has no fingerprint data, this function can be used to enroll fingerprints.

To use this function, prepare a fingerprint scanner in advance, connect it to the
client computer, and install the supporting [Fingerprint Enrollment Service] on the
client computer. Otherwise, collect fingerprint information directly on the smart lock
device.

2.1.2.4 Door-Opening Password
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This function manages password data used to open smart locks. The password
must be a 6-digit numeric code. Overly simple passwords, such as sequential or
repeated digits, are not supported.

Select a person and click [Door-Opening Password] to open the password-
maintenance page.

Here you can set a door-opening password for a person, or reset/delete the
password for a person who already has one.

2.1.2.5 Reset Login Password

Locate the person whose password needs to be reset and click [More]-[Reset
Login Password].This resets the person's password to the default login password
Ncap.123456.
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2.2Area Management

During initial commissioning, it is recommended to first configure the building,
floor, room, and gateway-area information for one building. After that building has
been commissioned successfully, proceed with the remaining buildings.

2.2.1 Area Information

Maintain area information (campus, building, room) here.

2.2.1.1 Add Sub-Area

Select an area node in the area tree on the left, then click [Add Sub-Area].

2.2.1.2 Import Areas

The system supports batch import of area information. Download the Excel
template, complete the area data, and import it into the system.
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2.2.2 Gateway Area

For smart-lock deployments that use gateways, each gateway must also be
associated with area information to support hierarchical gateway search.

It is recommended to create a dedicated group of gateway areas, independent of
the building hierarchy if desired (Area Attribute = Other), as shown below. Each
gateway must correspond to one area node.
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3 Device Commissioning

3.1LoRa Gateway Configuration and Commissioning

3.1.1 Gateway Configuration

3.1.1.1 Network Configuration

LoRa gateway default web page address: 192.168.50.86:8092.

Connect the computer directly to the gateway using an Ethernet cable.

The computer IP address must be on the same subnet as the gateway.

Default account/password: admin/ncap@300248 (Change the password

promptly.)

On the "Network Configuration" page, configure the data collector's Ethernet "IP
Address," "Subnet Mask," "Default Gateway," and "DNS."

For easier management of data collectors, a static IP address is

generally recommended. Select "STATIC" as the Ethernet mode, enter

the IP address, port, and other information in the corresponding
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fields using valid formats, and click "Save" to complete the

configuration.

 Verification After Configuration
Restore the computer to its normal network settings, connect the gateway Ethernet
cable to the normal network, and access the gateway web page again in a browser
using the configured network information.

3.1.1.2 Service Configuration

After the gateway network configuration in the previous step is complete,
proceed with [Service Configuration], also through the web page.

As shown below, configure all of the URL fields with the same values. The IP
address is the access IP of the Smart Lock Management System, and the port is
generally fixed at 28972:

192.168.1.121:28972

Configuration is now complete.
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3.1.2 Create Gateway

3.1.2.1 Record the SN number

Use the serial number printed below the barcode on the device label, as shown
below. When configuring the platform, replace the leading P with 50 before entering
it.

Example: If a device SN is P3112208271040, enter it on the platform as
503112208271040.

Other Method:
After logging in to the gateway page, you can also view the device serial number,

as shown below.

3.1.2.2 Create Gateway Device

LoRa smart locks support simplified commissioning, and their associated
gateway devices must also be set to "TMS Commissioning" mode.

Menu path: "Device Management - Smart Lock Gateway Management."
When creating a LoRa gateway, plan channel groups correctly. Adjacent

gateways must not use the same channel group.
The "Area" associated with a gateway is mainly used for categorized search and

management. You can create a dedicated branch outside the standard building-area
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hierarchy for gateway classification and management.

3.1.2.3 Push Gateway Device to IoT Platform

Select the newly created gateway device and click [Push to IoT Platform].

3.2LoRa Smart Lock Commissioning - Option 1

Note: If delivered smart locks have QR-code labels and the number of locks is
small (≤10), they can be commissioned directly by manually recording the smart-lock
serial numbers. There is no need to complete the process through the TMS platform,
which reduces commissioning effort.

3.2.1 Create Smart Lock Device

Create the smart lock device and record its serial number (from the QR code on the
smart lock). As shown below, enter a real and valid SN in the "Device Serial Number"
field:
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3.2.2 Bind the Smart Lock to a Gateway

Go to "Device Management - Smart Lock Gateway Management." Select a
gateway, choose "More - Associate Smart Locks," and locate the smart locks associated
with that gateway to bind them, as shown below.
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3.2.3 Push Smart Lock Device to IoT Platform

This pushes smart lock devices created in the system to the IoT service. The
devices can communicate over the network only after this operation is complete.

Select one or more smart lock devices and click [Push to IoT Platform].

3.3LoRa Smart Lock Commissioning - Option 2

3.3.1 Smart Lock Commissioning

Use NFC-enabled Android phone to install the O&M tool "Mobile
Commissioning Assistant." The installation package is available in the attachment
path "Terminal Supporting Programs\ Smart Lock Commissioning Assistant\".

After installing the app, enable NFC on the phone and set this app (alias:
BleNFC) as the default NFC payment application. On Xiaomi phones, select the SIM
card wallet as the default payment method.
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1. Open the app. First ensure that the phone is connected to the school's Wi-Fi
and that this Wi-Fi network can access the system address.

2. In the app, tap [Server Settings], then enter the Smart Lock Management
System IP address and port (default port: 28001).

3. On the [Server Settings] screen, enter the tenant ID to be used, tap Finish, and
save the configuration.

1. Return to the app login page and enter the account and password (the same
administrator account and password used for the corresponding customer's Smart Lock
Management System), then tap Login.
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6. After login, locate the room according to the smart lock's area information and
tap [Bind Device].
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3.3.2 Smart Lock Re-Commissioning

If the smart lock was installed in the wrong location, such as the wrong room,
how do I recommission it?

In the mobile Commissioning Assistant, locate the smart lock for that room and
tap [Remove]. Then select the correct location, bind it again, and move the phone
close to the smart lock to recommission it.

3.4Virtual gateway (Wi-Fi Smart Lock)

3.4.1 Create Gateway

Menu "Device Management - Smart Lock Gateway Management": Add a virtual
gateway. For Wi-Fi/4G smart-lock commissioning, each customer needs only one
virtual gateway in the Smart Lock Management System.
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Principle:
The IP address and port entered here are used by smart lock terminals for direct

connection and are written to the lock when the lock is commissioned via mobile
NFC.

Network Requirement:
For Wi-Fi smart locks, an internal-network address can be entered above,

provided that the smart lock terminal can access it.

3.5 Wi-Fi Smart Lock Commissioning

3.5.1 Smart Lock Commissioning

Use NFC-enabled Android phone to install the O&M tool "Mobile
Commissioning Assistant." The installation package is available in the attachment
path "Terminal Supporting Programs\ Smart Lock Commissioning Assistant\".

After installing the app, enable NFC on the phone and set this app (alias:
BleNFC) as the default NFC payment application. On Xiaomi phones, select the SIM
card wallet as the default payment method.

1. Open the app. First ensure that the phone is connected to the school's Wi-Fi
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and that this Wi-Fi network can access the Smart Lock Managementsystem address.
2. In the app, tap [Server Settings], then enter the Smart Lock Management

System IP address and port (default port: 28001).
3. On the [Server Settings] screen, enter the tenant ID to be used, tap Finish, and

save the configuration.
4. "Wi-Fi Settings" must be configured. Enter the Wi-Fi information that the

smart lock will connect to. During commissioning, this information is written to the
lock so that it can connect to Wi-Fi.

5. Return to the app login page, enter the account and password (the same
administrator account and password used for the corresponding customer's Smart
Lock Management System), then tap Login.
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6. After login, locate the room according to the smart lock's area information and
tap [Bind Device].
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3.5.2 Smart Lock Re-Commissioning

If the smart lock was installed in the wrong location, such as the wrong room,
how do I recommission it?

In the mobile Commissioning Assistant, locate the smart lock for that room and
tap [Remove]. Then select the correct location, bind it again, and move the phone
close to the smart lock to recommission it.

4 Device Business Data Commissioning

4.1Authorization Rule Binding and Viewing

4.1.1 Add Authorization

Normally, personnel are bound to areas (rooms)..
Due to the characteristics of smart locks, authorization by other dimensions is

generally not recommended, such as department or identity mapped to devices or
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device groups.
For "List Type," normally keep the default value "General Device List."
For "Device Scope," it is recommended to select "By Area", although "By

Device" is also supported.
For "Personnel Scope," it is recommended to select "By Personnel.":

Normally, authorization scopes do not need to be configured by department or
personnel tag.

Menu path [ Authorization Management —>Add Authorization],

4.1.2 Batch Import Authorization

Three batch-authorization methods are supported: batch grant area permissions to
personnel, batch remove all area permissions from users, and batch remove all user
permissions under an area.

According to actual requirements, download the corresponding Excel template,
complete the data, and import it into the system.

4.1.3 View Existing Authorization Rules and Maintenance

Menu path [Authorization Management -> Device Authorization Rules]. Query
authorization lists by area or device, then cancel the corresponding authorization as
needed.
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Query and maintain existing authorization rules by device/area and add new
authorization as needed. Note: Lists authorized "By Device" can only be queried "By
Device"; lists authorized "By Area" can only be queried "By Area."

Cancel Authorization — Select the authorization information to be canceled,
then remove the existing authorization rule.

Add Authorization — Add new authorization for the device/area. In the pop-up
page, select authorization by personnel or department.

Copy Authorization — Use the current device/area as the source and copy its
authorization list to another device/area.
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4.2View Authorization Lists and Distribution Status

4.2.1 Authorization List Query

This function queries authorization lists in the system and their data-distribution
status. Queries are normally performed by device.

The "Credential List" shows the authentication methods that the person can use to
open the door on the device. Hover over a credential to display details such as the
card number.
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"Distribution Status"If the status is "Not Distributed," the data has not yet been
sent to the device. The displayed status usually has a delay of 1–3 minutes.

"Authorization Relationship" can be used to view detailed information about the
authorization list and trace the source from which the authorization list was generated.
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4.3Device Operation Monitoring and Door-Opening Records

4.3.1 Smart Lock Monitoring

This function provides monitoring and O&M for intelligent devices, including
smart locks and smart-lock gateways. The page has three tabs: Data Summary, Smart
Locks, and Smart-Lock Gateways.

Distribution Consistency: Use this option to filter the distribution status of device
authorization lists. If distribution is inconsistent, the device requires attention. Click
[Inconsistent] in the list to view the details.

Inconsistencies are categorized as "Platform to Gateway" and "Gateway to Smart
Lock," allowing the specific stage of an authorization-list mismatch to be identified.
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Remote Door Opening: When the device is online, you can open the door, set it
to normally open, or lock it remotely.

Remote O&M: Includes clearing authorization lists, fingerprint enrollment, and
status reporting. After using "Fingerprint Enrollment," select the person whose
fingerprint needs to be enrolled and initiate enrollment for that person. The person can
then continue fingerprint enrollment on the smart lock device.

4.3.2 Door-Opening Records View

After checking the door-opening action on the smart lock terminal, Menu path
[Data Reports - Detailed Data-Smart Lock Door-Opening Records], can be searched
by access time, authentication method, and other conditions.

Primarily provides Personnel successfully open the door on the smart lock device;
successful door-opening records are displayed, and the supported device type is
limited to smart locks.and supports searches within a selected date range by area,
device, device group, name, student/employee ID, authentication method, and other
dimensions.
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4.3.3 Smart Lock Alert Data

On the Menu path [Data Reports - Detailed Data-Smart Lock Alert Data],You
can view door-opening failures and smart-lock alert data..

4.4Device Parameters

4.4.1 Parameter Planning

If dormitory buildings and office buildings use different device-parameter sets,
create the two parameter sets in advance and bind each set to the corresponding
devices.
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If no separate parameter sets are required, use the default parameter set already
provided by the system.

4.4.2 Parameter Binding

Both gateways and smart locks can be bound to parameter groups. When editing
devices under "Smart Lock Management" or "Smart Lock Gateway Management,"
you can view and maintain the bound parameter-group information.

Special Note:
Multiple smart locks under the same gateway must use the same parameter group;

otherwise, additional parameter groups will not take effect.

4.4.3 Device Parameter Groups

Menu path "Device Management - Device Parameter Management - Device
Parameter Groups." Here you can maintain parameter items in existing groups, copy
groups to create new ones, and perform related operations.

4.4.3.1 Gateway Parameter Groups

Normally no maintenance is required, so this section does not describe them
separately.

4.4.3.2 Smart Lock Parameter Groups

Normally, only the items under "Common Parameters" need to be maintained, as
described below:

1) Smart-lock card-reading mode, corresponding parameter "Card-Reading
Security Level": 0 = read card serial number; 1 = read card content.

When card-content reading is configured: If the card is a CPU card issued by the
V8 One-Card Platform, there is no need to read a system card or parameter card.;

If the card is an M1 card or CPU card under the T6 One-Card Platform, after the
parameter settings have been distributed and taken effect, swipe the system card and
parameter card once on the smart lock terminal.;

2）Unlock Mode: 0 = automatically relock after card swipe; 1 = swipe card to
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unlock and swipe card again to lock.
3）Smart Lock Identity Authorization Policy: Controls the time periods during

which personnel with different identities may open the lock. This function is used
infrequently and does not need to be configured unless specifically required.

4）Door-Opening Authentication Methods: These are not configured through
platform parameters; they are determined by the smart lock model. For example,
whether a lock supports QR-code scanning or card swiping depends on the specific
product model.

5 Smart Lock Common Commissioning Operations

Description

5.1Maintain Door-Opening Passwords

5.1.1 Initial Door-Opening Password for Personnel

Menu path "System Management - Parameter Configuration - Door-Opening
Password Rules." Configure the smart-lock door-opening password rules for
personnel here. You can also initialize passwords according to a specified rule for
personnel who currently have no door-opening password..

5.1.2 Administrator-Assisted Door-Opening Password Maintenance

Menu path "User Management - Personnel Information." Select a person and choose
[Door-Opening Password].
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5.1.3 Users Maintain Their Own Door-Opening Passwords

In the mobile [Door Opening Assistant], users can maintain their own door-opening
passwords.

5.2Enroll Fingerprints

5.2.1 Enroll by Swiping a Card on the Lock

Prerequisite: The person must have a valid authorization list on the terminal.
Wake the device using the smart-lock keypad, then enter the command. The lock

prompts you to swipe a card. Swipe the authorized physical card and follow the voice
prompts to enroll two fingerprints. Enrollment is then complete.

Enrollment commands differ by smart lock type:
Command for LoRa/4G/Wi-Fi smart locks: *1#
Command for SUB-1G smart locks: *#

5.2.2 Initiate Enrollment from the Mobile App

In the mobile Door Opening Assistant, go to "Me" — "Fingerprint" to enroll or
remove fingerprints.

After the remote command is sent from the mobile app, .
For LoRa smart locks, wake the device using the smart-lock keypad, then enter

*9# to start fingerprint enrollment.
SUB-1G smart locks do not require terminal-side operation; fingerprint

enrollment can be initiated automatically.
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5.2.3 Fingerprint Scanner Enrollment

Prerequisite: A dedicated fingerprint scanner has been purchased..
Menu path "User Management - Personnel Information." Select a person and choose
[Fingerprint Maintenance].

5.3Remote Door Opening

5.3.1 PC-Side Remote Door Opening

Menu path [Device O&M Monitoring - Smart Lock Monitoring]], On the Smart
Lock page, locate the specified device and use the "Remote Door Opening" function..

5.3.2 Mobile Remote Door Opening

In the mobile Door Opening Assistant, tap the corresponding device icon under
"Open Door," then open the door from the expanded page.

5.3.3 Smart Lock Device Action

For LoRa/4G/Wi-Fi smart locks, after a remote command is sent, the
corresponding action must be performed on the smart lock terminal before the door
can open: wake the device using the smart-lock keypad and enter the command *9# to
unlock the door.

For SUB-1G smart locks, after a remote command is sent, no action is required
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on the terminal; the door opens directly.

5.4Open Door with Dynamic Password

In the mobile Door Opening Assistant, tap the corresponding device icon under
"Open Door," then select the [Dynamic Password]] tab on the expanded page. A six-
digit door-opening password is displayed.

Wake the device using the smart-lock keypad, then enter the six-digit password to
unlock the door.

5.5Common LoRa Gateway Operations

5.5.1 Replace Gateway Device

If a gateway fails, remove the old gateway and replace it with a new one.As
shown below, select the gateway device, then choose "More - Replace Gateway.".
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5.5.2 Change Gateway Area

If the area bound to a gateway needs to be changed, select the gateway device and
choose "More - Change Area," as shown below.

5.5.3 Gateway Upgrade

The gateway software supports OTA upgrades.

5.5.3.1 Download Software Package

Download the latest gateway upgrade package from the IoT platform. The
minimum version is P311-APP_v0.0.1-2026-06-30-1516.
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5.5.3.2 Upload Upgrade Package

Under "OTA Upgrade - Upgrade Package Management," upload the new
software upgrade package.

5.5.3.3 Create Upgrade Task

Under "OTA Upgrade - Upgrade Task Management," create an upgrade task,
select the upgrade package created above, select the smart-lock gateway devices to
upgrade, and wait until the device upgrade is complete.

5.5.4 Gateway Reset

Use factory reset with caution. It is generally performed only when a gateway has
configuration issues or abnormal communications. With the data collector (LoRa
gateway) powered on, press and hold the button to the left of the power port for more
than 5 seconds, then release it. The data collector restores factory settings. After the
reset, the gateway Ethernet and network-connection parameters are reset.
With the data collector (LoRa gateway) powered on, briefly press the button to the
left of the power port to restart the gateway.

5.5.5 Gateway Data Check

Open the LoRa gateway page in a browser.
Address: http://gateway-IP:8092
Default credentials: developer/ncap@300248 (older gateways: admin/ncap@300248)
1. Query Smart Lock Device Information
Key: /Dev/Device
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2. Query Parameters
Key: /Lock/PData
3. Query Authorization List
Key: /Lock/NLD. This shows the lists under the smart lock, including the
corresponding user ID, primary card, secondary card, virtual card, fixed password,
fingerprint, facial data, and more.
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4. Query Credential Information
View Facial Credential: Key: /FACE

View Fingerprint Credential: Key: /FIG

5.5.6 Gateway Data Cleanup

Difference from Gateway Reset: This operation clears only gateway business data
and does not clear configuration data.
Log in to the gateway through SSH using the command shown below. Replace the IP
192.168.50.24with the actual gateway IP address. Default password: ncap.300248
ssh root@192.168.50.24

If you need to copy logs, the directory is /data/data/Boxioserver/Data/logA/.

mailto:root@192.168.50.24
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Command to delete gateway data:
rm -rf /data/data/Boxioserver/Data/DB
Restart Gateway
reboot

5.6Common LoRa Smart Lock Operations

5.6.1 Smart Lock Upgrade

The smart lock embedded software supports two upgrade methods: OTA upgrade
and upgrade-card upgrade.

5.6.1.1 OTA Upgrade

OTA transmission is generally slow. The duration is largely independent of the
number of smart locks being upgraded—upgrading one lock and upgrading 50 locks
take roughly the same time. Transmission and successful upgrade typically require
more than 30 minutes.

 Upload Software Package
In the Smart Lock Management System, go to [Device Management - OTA

Upgrade - Upgrade Package] and upload the software package. For now, obtain the
package from the attachments; later, download it from the IoT platform.

Parameters:
File Category — MCU Firmware
Device Category — Smart Lock
Upgrade Package Version — Must be defined strictly according to the version
number and must not contain Chinese characters.

 Create Upgrade Task
Go to [Device Management - OTA Upgrade - Upgrade Tasks], create a new

upgrade task, and configure the upgrade according to actual requirements.
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Note: LoRa OTA packages are sent to the gateway, which acts as a proxy to
deliver the OTA upgrade to smart locks. Check the gateway service configuration and
enable OTA service operating mode.

5.6.1.2 Upgrade Using an Upgrade Card

1. Create an Upgrade Card
Use the Smart Lock Card Programming Tool. A high-capacity CPU card is required.
Tool path: "Supporting Programs/Smart Lock Card Programming Tool."
2. Swipe the Upgrade Card
After the upgrade card is created, it can be swiped on multiple smart locks to perform
the upgrade.

5.6.2 Device Removal and Decommissioning

After performing [Remove] on a device, its status changes to [Removed]. It can
then be [Installed] again at another location.

After performing [Decommission] on a device, its status changes to
[Decommissioned]. The device can no longer be enrolled or commissioned again.

If a device in Removed or Decommissioned status needs to be deleted and is no
longer required, query it in the database and remove it manually.
SELECT * FROM `dev_info` order by device_id desc;
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6 Common Routine Maintenance Operations

6.1How to Log In to the Gateway Web Page

6.1.1 LoRa Gateway Web Page Access

Method 1: Enter the address directly in a browser using the format IP:8092.
Method 2: Under "Device Management - Smart Lock Gateway Management," locate
the gateway device, click Edit, then click [Go] next to the IP address to open the
gateway page automatically.

The gateway's default username and password are developer/ncap@300248 (older
gateways: admin/ncap@300248)., Change them promptly when using the device on
site.

6.1.2 SUB-1G Gateway Web Page Access

Default web page address: 192.168.50.34. Connect the computer

directly to the gateway using an Ethernet cable. The computer IP

address must be on the same subnet as the gateway.

Access address: Gateway IP address

Default account/password: admin/admin (Change the password

promptly on site.)
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6.2View and Download Service Logs

6.2.1 Check Logs When Problems Occur in Management-System

Operations

On the Light Cloud Platform or Container Platform, locate the "Smart Lock
Management System" service named "Smart Lock Management Core Service" to
view and download logs.

Real-time logs can be viewed or downloaded as shown below.

To download historical or complete logs, follow the procedure shown below.
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,

6.2.2 Device Communication Logs

6.2.2.1 Real-Time Viewing

Log in to the IoT platform and view logs for the device associated with the issue.
Menu path: "Device Management - Devices." Locate the specific device and click
[Details], as shown below.

Open the [Activity Trace] page to view the actual device requests and responses.
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6.2.2.2 Download Historical Logs

On the Light Cloud Platform or Container Platform, locate the "Smart Lock
Management System" service named "IoT Scheduling Service" to view and download
logs.

The log directory inside the container is /usr/share/thingslink/log/.

6.2.3 LoRa Gateway Logs

Sometimes LoRa gateway logs need to be downloaded. Use the following method
to download and view them.

Log in to the IoT platform. Menu path: "Monitoring & O&M - Device
Monitoring." Locate the specific gateway device and click Details, as shown below.

On the "Device Mirror" page, click "Summary Information." The gateway log list
shown below is loaded. Click [Collect] after the log file name you want to download
to retrieve that log.
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6.3Offline / Connection Issues

6.3.1 LoRa Gateway Offline

On the "Device Monitoring & O&M - Smart Lock Monitoring", check whether the
LoRa gateway is online.
If the gateway is offline -
1. Check the gateway configuration and gateway software version.
2. Check the gateway logs.

6.3.2 LoRa Smart Lock Offline

On the "Device Monitoring & O&M - Smart Lock Monitoring", check whether the
smart lock is online.
If the smart lock is offline, possible causes include:
Channel-group mismatch — The gateway channel-group parameter may have been
changed on the platform after the smart lock was commissioned.
Channel interference — Channel groups were not planned and configured according
to the recommended gateway planning rules.
Antenna not installed correctly — Check the antenna installation.
Signal obstruction — Check the antenna installation position.
Excessive distance — Check the smart lock installation distance and re-plan the
deployment.
Low battery (10%) — A smart lock cannot come online when its battery level is too
low.

6.3.3 Sub1g Base Station Offline

Under Device Management - Device Monitoring, check whether the SUB-1G base
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station is online.
If the base station is offline -
1. Check the gateway configuration, gateway software version, and restart the base

station.

6.3.4 Sub1g Smart Lock Offline

On the "Device Monitoring & O&M - Smart Lock Monitoring", check whether the
smart lock is online.
If the smart lock is offline, possible causes include:
Channel mismatch — The gateway channel parameter may have been changed on
the platform after the smart lock was commissioned.
Antenna not installed correctly — Check the antenna installation.
Signal obstruction — Check the antenna installation position.
Excessive distance — Check the smart lock installation distance and re-plan the
deployment.
Low battery (10%) — A smart lock cannot come online when its battery level is too
low.
Newly joined device — When a new smart lock is commissioned, the displayed
online status of all devices may be affected for about 2 minutes. This is only a status-
display refresh and does not affect the actual connection status of the devices.

6.4Authentication Succeeds but Door Does Not Open

6.4.1 Card Swipe Does Not Unlock the Door

 Platform-Side Check
1. Authorization List Query - Check whether an authorization list exists.
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1) If a list exists, check whether the credential list includes [Card]. If [Card] is
absent, the person's card status is abnormal.

2) If [Card] is present, continue troubleshooting on the Personnel Information
page. Select the person, click [Issue Card], and check whether the card
number and card status are normal.

3) If no list exists, authorization binding has not been configured, or the correct
list was not generated after authorization binding.
Go to [Device Authorization Rules] and check the configuration. Query
the authorization list by area or device and add the correct authorization.

 LoRa Gateway Data Check
Log in to the gateway page and check whether the gateway KV data is normal.
 Sub1g Base Station Packet Capture

Capture and analyze data packets between the server program (port 15035) and
the specified base station.

 Connection Status Check
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6.4.2 QR-Code Scan Does Not Open the Door

The checks are the same as for a card swipe that does not unlock the door, with the
following additional check:
The issue is usually caused by an incorrect key being distributed, preventing the
terminal from decoding the QR code.
Check the earlier section " Smart Lock QR-Code Configuration."

6.4.3 Facial Recognition Does Not Open the Door

The checks are the same as for a card swipe that does not unlock the door, with the
following additional check:
This is usually caused by missing facial-algorithm feature data or incorrect
configuration, preventing the terminal from recognizing the face.
Note that the algorithm type corresponding to the smart lock is:Megvii Algorithm KS-
L100

After authorization, on the [Authorization List Query] page, check whether the person
on the device has the [Face] credential.
For further troubleshooting, check the corresponding gateway and inspect the
authorization list in KV data to determine whether facial feature data is missing.
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6.5How to Create Smart Lock O&M Cards

Tool path: "Supporting Programs/Smart Lock Card Programming Tool."

6.5.1 Create an Upgrade Card

This card stores the embedded firmware. Swiping it on a smart lock triggers the
smart lock firmware upgrade.

6.5.2 Create an Engineering Commissioning Card

Used for functions such as card-based door-opening tests before the smart lock is
connected and commissioned..

6.5.3 Create a Parameter Collection Card

Used to collect parameter configuration information from a smart lock when on-
site issues occur, enabling further analysis..
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